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系结构、设计和实现。利用基于 小距离的聚类算法确定 FCM 的初始类心，该





















As network technology improving, computer networks are widely applied to 
various fields. At the same time, more and more attention is paid to networks security. 
In order to promptly discover malicious attacks, who can damage the system or data, 
Intrusion Detection System (IDS) emgeres, and has become an important barrier to 
network security. Moreover, data mining techniques, which deal with vast amounts of 
data in a data-oriented point of view, can be applied to IDS, which could improve the 
detection performance of the system and effectively reduce the false alarm rate of the 
system. Furthermore intrusion detection can make up for the shortcomings of 
traditional security technology. Therefore, more and more concern has been focused 
on the IDS, which based on data mining. 
In this paper, the analysis method, system architecture, design and 
implementation of an intrusion detection system based on an improved Fuzzy 
C-Means Algorithm (FCM) was explored by using two important indicators, i.e. the 
detection rate and false alarm rate. As is been known, the traditional clustering 
algorithm is a local optimization algorithm and is sensitive to the data input sequence. 
However, the new algorithm can look for a better solution in the global context and 
determine the initial center of the Fuzzy C-means Algorithm using partitioning 
clustering algorithm methods. Thus, the algorithm could effectively overcome the 
shortcomings of the fuzzy C-means method which is easily trapped in finding the 
local optimal solution. Besides, the data dimension was reduced in this new algorithm 
using principal component analysis, so as to enhance the performance of fuzzy 
C-mean method and speed up the processing speed of the algorithm. The results of the 
simulation experiments indicated that the intrusion detection system based on 
improved FCM algorithm can effectively detect a network intrusion, reduce the false 
detection rate and simultaneously raise the detection rate.  
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毒 8440631705 次（约 84 亿次），其中新增病毒和木马 20684223 个，与 2008 年
相比增加了 49%。全国共有 76409010 台（约 7600 万台）计算机感染病毒，与



































图 1-1 2004-2009 新增病毒数 






此外，欺诈类钓鱼网站的数量也在 09 年下半年迅猛增长，仅 12 月，金山网盾共
拦截钓鱼网站多达 1 万多个。不同类别病毒和木马比例如图 1-2 所示。 
 
 
图 1-2 2009 年新截获的各类病毒比例 





































































入侵检测技术是 20 世纪 80 年代提出来的[5]，在 20 多年的不断发展中，从
初的一种单纯理论模型逐步发展成具有实际作用的原型系统，成为计算机安全
领域不可缺少的一种重要防护工具。 




















图 1-3  Denning 的通用入侵监测模型 
Fig. 1-3 Denning's general intrusion detection framework 
 

































 1989 年至 1991 年，Stephen Smaha 设计开发了 Haystack 系统，该系统同时
采用了两种不同的统计分析检测技术来发现异常活动。 




1991 年，在包括美国国家安全局在内的多个部门的资助下，在 NSM 和
Haystack 系统基础上，Stephen Smaha 主持研发了 Distributed Intrusion Detection 
System (DIDS)，将基于主机和基于网络的检测方法集成到一起。 








































烈的趋势。现已有专门针对 IDS 进行攻击的报道。攻击者详细地分析了 IDS 的
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